DOI: https://doi.org/10.37547/supsci-ojhpl-04-12-28

Pages: 229-233

Oriental Journal of History, Politics and Law

\\

ORT
NCE

w v
oc
— o
m-g

journal homepage:
https://www.supportscience.uz/index.php/ojhpl

ORIENTAL JOURNAL OF HISTORY, POLITICS AND
LAW

THE ROLE OF DEFI SYSTEMS IN THE LEGALIZATION OF CRIMINAL ASSETS IN
THE MODERN CRYPTO SPACE

Botirjon Zokirov
independent applicant
University of Public Safety
Tashkent, Uzbekistan

ABOUT ARTICLE

Key words: decentralized finance,
legalization, DeFi services, blockchain, legal
regulation, digital platforms, cryptocurrency,
tokens, stablecoins, mixers, blockchain
bridges, privacy-enhanced tokens.

Received: 26.12.24
Accepted: 28.12.24
Published: 30.12.24

Abstract: The article contains to increase
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typical criminal money laundering schemes by
identifying the technological and legal
vulnerabilities of the DeFi infrastructure:
decentralized exchanges, blockchain bridges,
decentralized wallets, and privacy-enhanced
currencies.
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O CTATBE

KuaroueBnie CJIOBA. AHHoTamus: B cratbe npuBEnCHBI
JELIEHTPAIN30BaHHbIE (uHAHCHI, TOBBIIICHUE 3¢ HEeKTUBHOCTH
neranmm3anusi, DeFi-cepBuchl,  OJIOKYEWH, NPOTUBOACHCTBHS WCIIOJIB30BAaHUIO THUIIOBBIX
IIPaBOBOE peryaupoBaHue, U(ppPOBBIE CXEM OTMBIBaHUS TPECTYNHBIX TOXOJOB Ha
1aT(hOPMBI, KPHUIITOBAIIOTA, TOKCHBI, OCHOBE BBISBICHHS TEXHOJIOTMYECKHX U
CTEHOJIKOMHBI, MHKCEpBI, OJIOKYEHH-MOCTBI, IPABOBBIX YSA3BHUMOCTEH HH(PPACTPYKTYPHI
TOKEHBI TTOBBINICHHON KOoH(puaeHnmuanpHocT.  (DeFi) JEIEHTPATU30BaHHBIX OupK,
OJI0KYEHH-MOCTOB, JICTIEHTPATN30BAHHBIX
KOIIEIBKOB W BAIIOT  IOBBIIICHHOM

KOH(HUISHIINATBHOCTH.

JKvHounii akTHBIIap KaUTapHyIll Ba KPUIITO aKTUBJIAPU UKTCOAMM KUHOSATIIAP Ba KOPPYILMATA
KapIIK Kypail TH3UMHJIA Ba 1013ap0 MaB3yaup. UyHKH )KMHOUH akTUBIAp HadaKat MyJIHH, TYPIIn
XWI ~ MYJKJIapHU, WIy OKyMJIaJaH, »OKUHOWM  (aonusT  HaATIKacuAa  OPTTHPUITraH
KPUIITOBAJIOTAJIAPHU XaM Y3 Wuura oyaau. Maskyp >kapaéniap/ia MapKa3ialliTUpUIMarad MOJIUs
TU3UMJIAPU ATIOXUA YPHUHTA 3ra.

Mapkaznamrupwivarad  mMonusi tusumu  (DeFi) [1] nHadakaT Takcumianran peectp
(6mokueiiH [2]) TEXHOJIOTHSICHHH PUBOXXIAHTHPUIITHWHT SIHTH OOCKHYH, OallKh >KUHOWMA
JapOMaJIIapHU JIETAIUTAIITUPUILIA KAXOH Ba MUJUIMI MOJIMS TU3UMUTA CE3UIAPIN TaX IUIHUP.

DeFi TH3MMHHHMHT aHbaHaBUH (MapKa3JIalITHPUIITaH) MOJUSL TU3UMIIAD YpTacHaH acOCHM
dapk UIyHIAKM, TOMOHJIAp VypTacuaard MyHocalaTiap 1maptHoMa nporokonu (P2P)
onepanusuiapu (opMatura acociiaHra OaHkjap Ba OomIKa pacMUi MOJIMS HMHCTUTYTJIapura
MypOXkaaT KUJIMIIHU Ha3zapAa TyTManIu.

DeFi TH3UMUHUHT 37eMeHTIapy KyHuaaruiapaan uoopar:

- MapKasJalTHpUIMarad Kpunroxaménmuap (0J0K4YelH akTUBIIAPH);

- TapMOKJapapo XaB(cHU3 KpPUNTOKYNpHUKIap (MabIyMOT Ba aKTUB aJIMAaIIUIIHU
TabMUHIIOBYH OJOKUEHH TapMOKIap);

- ¥3apo KpeauTian miaTdopManapu, MapKazialTHpUIMarad KpUnTo oupxanapu (cMapt
mapTHOMa MPOTOKOJUIapuAaH (olganaHrad XoJja KPUIITO aKTUBIAPHHU y3apo anupOomiamra
MYJDKaJUTaHTaH pakamiid raaTdopmaap)

- KpUIITOBA aKTHUBJIAP JIMKBUIJIUTHUHNA TAbMHUHIOBYHU T1aTdopmanap[3].

DeFi tusumura kypa, cmapT miapTHOMa MPOTOKOJUIApUAaH QolganaHun OapyaHUHT
XapakaTJIapUHUHT YWFYHJIWUTHUHM TabMHUHJIAINTA WMKOH Oepub, MapKasiamTHpUIMaran
JoWMxanapra  JUKBHJUIMKHU  KaJl0  KUIMII Ba  MapKa3lallTUpUIMaraH  Xu3Marjiap
UIITUPOKYUIIAPUHUHT XaB()CHU3IUTH Ba MOJUSBUN MYCTAKWIUIUTHMHU TabMHUHIAII OuiaH Oup
KaTop/ia, TAIKU Ha30PaTHUHT UMKOHU HYKIWUTH caba0iu, FOKOPYU KPUMUHOTEH TOTEHIIUALTUKHA

KEeJITUPUO YMKapaIu.
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DeFi TusumuHM XyKyKWid TapTHOra CONMIIIArd OYNUIMKJIAPHUHT  MAaBXYJIUTH
upopMalMoOH TEXHOJNOTHsIIapAaH (oiananran Xoijaa >KHHOSTYMIIAD TOMOHHJIAH aKTHBIIAPHU
HOKOHYHHUH IOBHII Y4yH TOOOpa KYNpPOK MMKOHHUATIAp spatu® Oepaau. Maskyp Oyuumkiap
KaTOpUra »XUHOUU JapOMaJIapHH JIETAJUIAIITUPUIN Kapiid TU3UMIamTupumHuHr Ba “KYC”
(MIDKO3UHTH3HU OWJIMHT) MICHTU(DUKAIMS KUAJIUII TapTHOWHU KYJUIAITHUHT UMKOHU WYKIATH
MHCOJI cu(aTHIa KYpCaTUIl MyMKHH.

Taxynumnapra kypa, DeFi Tusumuga conup 3Trirad )KUHOSATIIAp Wl caliud ycub 60pMoKIa,
)xymmanan: 2017 vunga - 16 ta, 2021 #imnna — 308 ta, 2022 #imnma — 435 ta comup >THIMO,
JKUHOSITJIAPHUHT spMUa Kynuaa 3apap 356 MIIH. foJuiapiaH omraH 0yiau0, SHT kaM 3apap 158
MJTH. JJOJUTAPHU TAIIKWJI 3TraH OYIica, SHT KaTTa 3apap 3,6 miupa. Jomnapuu Tamkw stran[4].

EBporonn Mamimymotnapura kypa, wmytaxaccuciap DeFi tusummma mapomamiapHu
JerajUIalITUPUIITHUHT y4YTa aCOCHI KaHAIJIApHU KYpcaTuO YTUIITaH, )KyMIIaaH:

— Mapkaznammaran oupika (DEX);

— JIELIEHTpaJIN30BaHHbIE MUKCEpIIap (BOCUTAUYMUIApPCU3 aBTUB aJIMAIIIMIIL);

— OnokueH-KynpukiIap[S].

AManna, OKHHOATYMIAp ~ Oup  HeuTa  MaH3WwDIapaaH  ¢oijamaHrad  XoJjija
MapKazJalTUpUIMaral Xu3Mmatiap/aH MapKaszJMallTUPWITaH Xu3MaTiapra €Ku akcuHYa ITyJ
KyuupuO, TpaH3aKUUSUIAPHHA KY3aTUIIHUA CYHBUH paBHIIA MypakkaOmamrupaaumiap. by opkamu
Mabsarnap Oup Heya KHYMK CyMMajlapra TaKCUMIJIAHHMO, IIyOXanu onepuusiapJaH MOJUSBUN
HA30paTHU 4yeTsia0 yTuira xapakat Kunuianau. Hazapuit xuxatnan “Dapps” (MapkaznammMaral
WIOBajap) THU3UMH OPKAIM KPUIITO AKTUBIAPHM Ky3aTHUII WMKOHU MaBXyJ, JEKUH XYKYK-
TapTUOOT HJOpajapyu MYyTaXaCCUCIAPUHUHI Ma3Kyp HYHaJUIIard MajlakajJapHU eTapiu
OynMaraHiaurd Ba KPHUITO-MYXHUT/A AaKTHBJIAPHHU JICTAIAIITUPUILIHUHT MOXUSTHHH TYJIUK
TylIyHMarawiukiaapu Hatwxkacuna DeFi uioBanmapna akTHBIApHM XapakaTWHU Ha3opaT KHiia
onmMaiinunap[6].

[Maptnu paBumga, OpKadM >KUHOMM JapoMaijiapHU JIETAIAIITHPUILIHUHT MaBXKy.l
MeXaHU3MJIapH KyHHJaru maKiiapra axpaTHil MyMKHH:

1) mapkaznammaran oupsxka (DEX);

2) KpunTO-MHUKCEpPIIAp;

3) 650CKYENH KYTIpUKIapH;

4) TokeH (KOH(eIeHIUAIIIUTY I0KOPU KPUIITO-TaHTaap);

5) ICO (te3 napomaj OpTUPHII UMKOHUHH OEpyBUM KPUIITO-TaHTalIap);

6) KpUNTO-XU3MaT YUUHIIAPH OPKAJIH.

Xos3upru Bakraa 600ra ssKuH MapKas3JlalITHpUIMaral KpUITOBaJIOTa OupsKagapu MaBxKy[

0ynu0, ymapHUHT YMyMUW CYTKaJIWK aimanMma xaxmu 1,9wupa mommapHu tamkwn staaud. Hly
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Owyan Oupra, yMyMud KpurnTo-Bajitora 0030puja ylapHUHT Xaxmu 5% paH ommaiinu. CaBno
XaKMH OYlin4a HT HMPUK MapKa3namrupuiamarad oupxanap ywmurura Uniswap V3 (Ethereum),
Uniswap V3 (Arbitrum One) u Pancakeswap V3 (BSC) kupaau[7].

AnbanaBuil Gona 6030piapy MPUHLUIK aCOCHAA TAIIKWI 3TUITaH MapKaslallTUPUITraH
oupxkanapaa (CEX) camapanu MOIusBHI Ha30paT MEXaHW3MHU MaBxXy[ OYiu0, yiaap mMaHcabaop
HIaxciap TOMOHH/IAH TpaH3aKIMsUIApHU HAa30paT KUiuil, ¢porigananysumiapuu anukiam (KYC)
Ba arap 3apypar 0yica, orneparusHu ki MyaiisH GoiigananyBUrIapHA OJIOKIANT MaKOYpUSTHHU
HazapjAa TyTaau. MapkasnamrupuiMarad Oupskaigap TpaH3aKUUsUIApHU Ha30paT KUJIMaiu,
omepanusuiapAa KaTHamIMaiau, GoiiganaHyBud XuCOOJapuWHU IOpPUTMAlIM Ba  yJIapHU
UACHTUQUKAIMAIAIIHE  amMalira OMMpMaiau. MonnsBUH pa3BeiKa OpKIM MHXKO3JIapHU
AQHMKJIAII, aBTUBJIAPHHA MY3JIaTUII UMKOHH OyIMaraH KpUIITO-XaMEH, Maxcyc OJOCKYESHH MaH3MIT
OpKalu UACHTU(UKALNS KUITUHAIN.

[y cabGabnu MapkasnamimaraH OupKalap OpKall akcapusaT >XUHOWN JapoMaiiapHU
KOHYHUIJIAIITUPULT aMATAETH aMaJira Ol PUIMOK/IA.

Kpunro-maiionga >KUHOMK JapOMaUIapHUA JaraJUIAIITHPHUILNIA KOMJA TapuKacuaa
Kyhugaru cxemanapaan Goigananunaay (ruéxBaH] MOJJAJapHUHT HOKOHYHUU aillaHMacu
MHCOJIH/IA).

“P2P — TpaH3aKkUuu ¥ MapKasJalITHpUIMarad Oupku” cXeMacu:

1) ruéxpang mMonjagap COTYBYHCH XapUIOpJlaH BepTyal BATIOTAHW OJMO, ymiOy MyJIHH
BOCHTAuura yTKazaju;

2) BocuTauM ydy MabyaFiapHu MapKa3JIallTHpUIMaral Oupska MaiiioH4acua sspaTuiral
P2P xucobura yTrazanm;

3) KpUNTO aKTUBJIAP TUEXBAH MO IaJIap KeJIUO YMKKaH MamlakaTja KaOysl KMITyBUMHUHT
P2P xucobu ro6opunanu;

4) kaOyn KunyBuM ymi0y aKTUBIAPHH MapKazlallTUPWUIMAaraH OWp)KaHWHT MaXaJului
BaJIIOTaCcUTra alIaHTUPAIU, CYHTpaA HAKJI ITyJT MAKIKIa OaHK XMco0 pakaMura yTKazau;

5) myn KaOysa KuiuO oyBUM BaTIOTACHHM KYT1ad OaHK XMCOO pakamiiapura yTkazaau.

Maxannmmii 6ankinap (akarruHa aHbaHABUN BaJTIOTAHU XapaKaTWHU KYpUIIATu, JEKUH
MaONaFIapHUHT KeNMUO YUKUIIM Ba YJIAPHUHT KPUNTO aKTHBJIAPU OWJIAH aloKach aHUKJIai
OJIMANTN.

“Mapka3namTupuimMarad ouprxa — MapKazJJalliTUpUITad Ouprka”’ cxeMacu:

1) maxc >kuHOWM ¥Wyn OwWlaH OJIMHTaH KPHUMOTO aKTUBIAPWHMU OJHO, yIapHU
MapKaszJalTHpuiIMarad Oupkagard XxaMEéHura YTKas3aiu;

2) TOKEHJIap SHTY IIaKJITa alTaHTUpUiInO, (Kou1a TapuKacuIa MaxauIiii BasmtoTara) OoImmka

XaMEHTa YTKa3WIA/IH;
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3) SHTW TOKEHJIap MapKa3JjallTUPWITaH Oupikana oup €xku Oup HedTa XuCcoO pakamiapura
YTKa3WIaau;

4) myn KOHyHHUH KPHUIITO XaMEHIapuIaH 0aHK XUCOO paKaMiIapura TyIIaiq.

Kpunroaktupnap MaHJAOHMHHUHI HA30pAaTCU3IUIH JKUHOUM  (aOIMATIApPHUHT  SHIU
MIAaKJUIADUHU Ba TEXHOJIOTUSJIAPUHM KOHYHUWIMK acocHJa MYBOQHUKIALITUPHIL HWMKOHMHU
OepMaiiiy Ba )KUHOM aKTHUBJIAp aHUKJIAII Ba KAl TapuIIM HMKOHUHU TOOOpa KUMMHIIAIITUPALIU.

Ma3kyp MyaMMOJIapHM XaJl JTHIIAA XaJIKapo XaMKOPJIUK, Maxcyc ax0opot
TEXHOJIOTUsUIapuaH  (oHJaJiaHUIl  XamJa KpUITOAKTUBIAp  allaHMacHMHU  My3JaTUII
METOAUTAPUHM NILIa0 YMKUII MyXUM axaMHsT KacO sTaau
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